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DJIEKTPOHHBIE CEPBUCHI, WHTEPHET-OAHKHUHT, yJaalieHHass pabora u
yue0a, OHJIalH-PErUCTPallNK, MHTEPHET-Mara3uHbl 1 MapKETIUIIICHI — BCE ITO
HACTOJBKO TMPOYHO BOIIUIO B HAIly IMOBCEAHEBHOCTb, YTO WHOI/A TPYIHO
MOBEPUTH, KaK KUK 0e3 3TOro panplie. Yem OoJibllie MOrpy»kaeMcs B MUP
MH(POPMAIMOHHO-KOMMYHUKAIITMOHHBIX TEXHOJOTUM (daree — HUKT), Tem
OOJIBIIE CTAHOBUMCS YSI3BUMEE.

Kubeparaku Ha HHPOPMAIMOHHYI0 CTPYKTYPY — 3TO OJIHA U3 CAMBIX
3HAYUTEIBHBIX ¥ TOCTOSIHHO PACcTyIIUX Yrpo3 il TJI00anbHON O€30MacHOCTH
B XXI Beke. Ha ¢oHe BceoOmielt nudpoBuzanuu 3Ta mpodjaeMa He MPOCTO
HapacTaeT, a 3BOJIIOIMOHUPYET, HA YTO BIIMAET MIMPOKOE HCIIOJIb30BAaHUE
UCKYCCTBEHHOTO WHTEIJIEKTa (daiee — HMH), TaK Kak 3J0YMBIIUICHHUKU
HAYMHAIOT HCIOJB30BaTh €ro s CO3JaHusl 0ojee  M30LIPEHHBIX
BPEJOHOCHBIX MPOrPaMM, aBTOMATU3aIIMK aTaK U aHAIN3a ySI3BUMOCTEH.

KubepaTtaku npeBpaTUINCh U3 MPOOJIEMbl TEXHUUYECKUX CIEIHATUCTOB
B OJIHY M3 IJIaBHBIX CTPATETHYECKUX YTPO3 HAIMOHAIBHOM, SKOHOMUYECKON U
00111eCTBEHHOW 0€30MacHOCTH JI000W CTPaHBI.

[Io pe3ynpTaTaM HCCIEIOBaHHS, MPOBEACHHOTO B MPOLUIOM TOAY,
benapyce Haxonautca Ha 3-M mecte B peutunre ctpan CHI', koTopsie yare
BCETr0 MOJIBEPraroTcs KuOepaTakam.



Kaxnas nsaras araka B bemapycu npuxoaurcs Ha roccekrop (22%). Ha
BTOPOM MecTe — cdepa MPOMBIIUICHHOCTU (14%), a HA TPETbe CTPOUKE —
¢buHaHcoBass otpacib (11%). MHOTO arak TakXe HallelIeHbl Ha CEKTOp
TEJIEKOMMYHUKAIIUM, cepbl HAYKHU U 00pa3oBaHus (8%).

Kaxnass BTopas  kubepataka (57%) TPUBOOUT K  yTEUKE
KOH(UJICHIIMAIBHBIX JJAHHBIX. Peke OHM HapyIIal0T OCHOBHYIO JAESTEIbHOCTD
(16%) wnu HecyT mpsiMble (puHAHCOBBIE MOTEpPH (8%). Bonee mMoIOBUHBI
YKPAJAECHHBIX CBEJICHUN COCTABIISIIOT IIEPCOHAIBHBIE TAHHBIE U KOMMEpPYECKast
TallHa. AKTyaJIbHOM MpoOJieMOM OCTaeTcsi Kpaka JeHer C¢ OaHKOBCKHUX
KapTOYEK U JJIEKTPOHHBIX KOLIEIBKOB.

Cnaiin 2.

POCT KMBEPATAK B BENMAPYCH

. Nozvuwa berapyod: 3-& mecto 8 CHE no
HOAWSECTRY kbepaTan

. OCHOBHBIE LIENM ATAK:
ToccenTop — 22%
MNpomebiuAEHHOCTE — 14%
druHance — 11%

. NOCNEOCTEHA:
¥TeuHa gaHHeiX — 57% cnyvaes

HapyweHne padatel — 165
dhiHaHCoBbIE NoTepK — 3%

CornacHo pnanHbiM 3a 2024 roja, Hamia pecrmyOivKa IO YPOBHIO
kubepoOe3onacHoctu 3ansuia 70-e mecto u3 166 crpan B peiitunre NSCI
(National Cyber Security Index, Hayuonanvnuliti unoexc kubepbezonacuocmu),
yCTynMB 10 3TOoMy wuHAeKcy cpemu crpan CHI' mums Monnose,
AzepoOaiixany u Poccun.

PocT u ycio:xHeHNe MeTOI0B KH0EPYrpo3 TPeOYIOT olepeKaIero
U KOMILJIEKCHOTO pearnpoBaHus.

B Benapycu npuHST psii CUCTEMHBIX Mep, U 60opb0a ¢ kubepyrpo3zamu
BEJIETCS] HA HECKOJIBKUX YPOBHAX. Tak, Ha rocy1apCcTBEHHOM YPOBHe Y Ka30M
[Ipesunenta PecnyOnuku bemapyce Ne40 «O xubepbe3zonacHOCTH»
peanusyercs KOMILJIEKCHBIN MHOTOYPOBHEBBbIil MEXaHU3M
NPOTUBOAEHCTBUS KUHOepaTakaM Ha TOCYJapCTBEHHbICE OpraHbl W
OpraHu3aliy, KPUTUYECKYI0 HH(opmMaimoHHyo uHbppactpykrypy. Cosznan
HannonanbHbiii IeHTp oOecrieueHrs KuoepOe30IMacHOCTH M pearupoBaHus Ha
KHOCPUHIIUICHTBl (Oanee — Hayuonanvnolti yewmp Kubepbezonacrocmi).
HanaxkeHo MeXIyHapOoIHOE COTPYAHUYECTBO B 3TOU cepe.



Co3nmanbl  HEOOXOJIMMBIE  MPABOBBIE  YCIOBUS  JJIs  3aIIUTHI
NEePCOHANIBHBIX JAHHBIX W 0€30MacHOCTH JIMYHOCTH M O0OIlecTBa MpU HX
ucrnosb3oBanuu. 3akoH PecnyOnuku benapych «O 3amurte nepcoHaabHBIX
AAHHBIX», TPUHATHIN B 2021 roxy, yCTaHABIUBAET TPAHULIBI, ONTPEICIISIOIINE,
KaKkyl0 HMHQOpMAIMI0 O YEJIOBEKE MOXXHO COOMpaTh M PaclpOCTPAHSTh.
Bwmecte ¢ Tem, 4TOOBI 3alIMTa NEPCOHATBHBIX JJAHHBIX ObLJa MO-HACTOSIIIEMY
3¢ (peKTUBHOM, HYXHBI OOIIME YCWIMS — HE TOJbKO TrOCyJIapcTBa, HO U
IpaXK/IaH.

[IpoTHBOIEICTBAE OCYIIECTBIAETCS U HA KOPIOPATHBHOM YpPOBHe.
Opranuzanid W TPEANPUITHS HWHBECTUPYIOT B KuOepOe30macHOCTh U
00y4eHHUE COTPYAHUKOB.

Jnst GoprOBI ¢ KHOEpyrpo3amMu Ha HWHANBHAYAJIbLHOM YPOBHE
TpeOyeTcs MOBBIIIEHUE IU(POBOM TPAMOTHOCTH HACEJIEHUS, COOJI0ICHUE
AJIEMEHTAPHBIX MPaBWI HIUPPOBON TUTHUEHBI.

CoBpeMeHHbIE aCIIEKThI KHOEepP0e30NacHOCTH

Kubepnpectymnenus TpaHCHAI[MOHAJIbHBI, 3JI0YMBIIUIEHHUKU
VCTOJIB3YIOT aHOHUMAW3EPHI (Cepsucsl, no3680sa0uue CKpblims JuuHble OAHHbLE
noavzoeamens u obecneyums AHOHUMHOCHbL 6 HHmepHeme) N HaXOOATCA 3a
pyOexKOoM, 4TO KpaitHe 3aTpyIHICT UX 3aJIepKaHUE.

ITo namaeiM CrnenctBeHHoro komureta PecnyOnmuku benapycs,
ormeyaeTcs yxoj oosiee 80% BbeiMoraTenscTB U 6osiee 90% MOIIEHHUYECTB B
«OHJIAMH»-CXEMY, Y€MYy CIIOCOOCTBYET B TOM YHUCJIE HHU3KHUW MPOIEHT
OCBEJIOMJICHHOCTH TpaxJaH O TMPECTYNMHBIX CXEMaX, a TakKXKe pa3BUTHE
CIIOCOOOB COBEPIICHUS TAKUX XUIIEHUM.

KapTtuna pacnpocTtpaHeHHBIX BUAOB KuOepripectyriennii B benapycu
MOBTOPSICT TJIOOAIbHBIE TPEHABI, HO C AKIIEHTOM Ha MECTHBIE IUIATEKHBIC
CHUCTEMBI U MPUBBIYKU HACEJICHUS.

I[lo nmaHHBIM  TJIABHOTO  YIPABJIEHHUS IO  MHPOTUBOJICHCTBUIO
KHOEpHpPEeCTYMHOCTH KPUMHUHAIBHOW MUIMIMU MUHHCTEpCTBA BHYTPEHHUX
nen Pecnyonuku benapyce, 3a 9 MecsueB Tekyuiero roga B bemapycu 1o
CPaBHEHUIO C AHAJIOTUYHBIM TMEPHUOJIOM MPOILIOTO Toja KOJIUYECTBO
KHOepnpecTymieHnit cHu3uiochk noutd Ha 11% (a 9 mecayes 2025 200a
3apezaucmpuposaro bonee 13 moic. cnyyaes (13 420), mpems uz komopwix (4 121) —
6 2.Muncxke).

ITo cratuctuke KeHIMUHBI (65%) Yallle BCETO CTAHOBATCS KEPTBaAMHU
MOILICHHUKOB, KOTOpPbI€ BBIMAHUBAIOT JICHBIW IYTEM IICHXOJOTHYECKUX
MaHUNYJSIUK 110 Tenedony (77,9%), KyIUIU-TIPOJaKh TOBAPOB M OKa3aHMUSI
yCayr (65,6%), OnarotBoputTelbHOCTH (100%). MykyuHbl (84,8%), Kak
NpaBWIO, CTAHOBSTCS  KEPTBAMM  MOIIEHHHYECTBA, CBSI3aHHOTO  C
UCIIOJb30BAHUEM CAaWTOB 3HAKOMCTB.



Cnaiin 3.
|
-l NOPTPET KEPTBbI MOLWEHHWU4YECTBA
v - L
- f L Ty - HeHLMHE
ot ol TenedoHHEIE MOWEHHHEW — 77 9%
s, o 'i OfaH B Cfepe yonyT — 65,6%
. . ! i MWy sHH bl
: . ‘ r' g, MGIEHHHHECTEG HA CARTAX IHAKOMCTE — B4 8%
ot = . Lo R Boapact
.. A SRR 5042 TenedOHHOS MOLSHHWYECTED, SNOMOWLE
s ] IF ‘l : § POOCTHEHHA HAM
e | . Ao 30 AeT: NCERAC-HHBSCTHUMA [55,4%),
' o i OWCTAHUMOHHLIE COEAHH € HEOBMHHMOCTERY [56,3%)
] ! 30-49 net: MHT-MOWEHHHYECTED C Aoroaopamu (53, 1%)
S . —— CouMansHeIA cTaTyc:
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noBywkK (46,2%)
Cnpagouno:

Bo3pacmmusie epynnovt nomepnesuiux:

awou cmapuie 50 nem uawe cmano8amcs Hepmeamu mene@onHbIX
MOWweHHUYecms,  00MaHa,  008epuUUBOCMU,  JIe2eHO O  NOMOWU
POOCMBEHHUKAM,

Mo100edct 00 30 nem ya36uma om MOWEHHUYECKUX OUCMAHYUOHHBIX
coenok ¢ Heosudcumocmvro (56,3%), ncesdo-uneecmuyuii 8 «OUpCU» U
«po3sviepvludets unu akyuily (65,4%);

auya cpeonezo eozpacma (30—49 nem) — naubonee maccosas spynna
cpeou  nomepneswiux om  HUKT-mowennuvecmea ¢  3axknoueHuem
2PadACOAHCKO-NPABOBbIX 002080p08 (33,1%).

Be3pabommnvie u neywawgueca uawe nonaoaromcs 6 UH8eCMUYUOHHbLE
noeywku (46,2%), umo modcem 66imb C843AHO C NOUCKOM UMU UCTNOYHUKOB
00X00a UU y8iedeHuem a3apmHulMu CXemamu.

ITo cmoco6amM coBepiieHUs MOIIIEHHUYECTBA YaIllle BCETO MPOUCXOIST
OT HMEHH [AO0JLKHOCTHBIX JMI (28,2%). Adepuctsl TpeACTaBISIOTCS
COTPYAHUKAMHU MPaBOOXPAHUTEIBHBIX OpraHoB (MB/[, CK, [®P, KI'E) u
paboTHUKaMKU OAHKOBCKHMX OpraHu3aluii. MOIIIEHHUKU CTald 3BOHUTH OT
MMEHHU Pa0OTHUKOB CIYyXO Tras3a, BOJIOKaHaja, SHEProHaA30pa, MOOMIIBHBIX
ONEPaTOPOB CBS3H MO/ MPEAJIOTOM OKOHUYAHUS CPOKA JJOTOBOPA U MPE/JIararoT
JUISL €T0 MPOJICHUs COOOITUTh IMdpoBoii Ko u3 cMc. Ilocie nepenaun Koaa
JKEPTBE 3BOHUT COOOINIHWK MOIIEHHHMKA U  yXK€ MpPeACTaBIseTCs
MIPaBOOXPAHUTEIIEM, 3alyTUBAET TE€M, UTO YEJIOBEK Mepeial JIMYHbIE TaHHbIC
U Ha ero uMst OyyT o(popMIIeHBI KPEIUTHI. A 4TOOBI UX U30€kKaTh MpejIaract
0(pOpMUTH BCTPEUHBIE KPEAUTHl M TIOJTYUYECHHBIE JEHbIM TIEPEBECTH Ha
YKa3aHHBIA cUeT WK OAHKOBCKYIO KapTy.

[Ipu cxeme oOMaHa OT UMEHHU PYKOBOAUTeJel (Fake boss) (vupesrcoenuil
00pazosanus, 30pABOOXPAHEHUs,  KVIbMypvl, npeonpusmuii) MOIICHHUKU
3allyTUBAIOT  TOAO3peHHEeM B (DMHAHCUPOBAHUM  IKCTPEMHUCTCKOM
NeATEeIbHOCTH, MPOBEICHUEM OOBICKA U U3BITHUEM JICHET, TAK)KEe Mpe1jIararoT



JAHHBIN (DaKT JepKaTh B TalHE U MOOOIIATHCS C ONPEIETIEHHBIM COTPYIHUKOM
IPaBOOXPAHUTEIBHBIX OPTAHOB, KOTOPBIM SIKOOBI 1J11 COXPAHEHUS JEHEHKHBIX
CPEACTB IIpEeJIaracT «BPEMEHHO» NIEPEBECTU IEHBI'U HA 3AIUIIECHHBIN CYET.

B tenedonHOM pasroBope He TOBEPANUTE HE3HAKOMBIM JIUIaM, KEM Obl
OHU HE MPEACTABUIINCH, €CIIU Bbl HE KIETE TAKOTO 3BOHKA.

Tperp MomeHHUYECTB (27,6%5) COBEpILIACTCS IMOJA BUAOM HNPOJAKU
ToBapoB B ceru Instagram wiam Telegram (uawe 6ceco mowennuxu
«npodaiom» aemozandacmu, caooewvle Kadeuiu, HOB0200HUE eu, MOpQI”lpOOyKWZbl u
Opyeue  mogapvl).  3NOYMBIIUJIEHHUKA  MPEIJIaraloT  MOTEHUHAIbHBIM
MOKYyIaTeIsIM MEePEBECTH MPEOIUIATy 32 TOBAp U OOEIIAIOT €ro BBICIATH 10
MoYTe WA KypbepoM, MOCJE 4Yero OOIIEHHWE MPEKpaIaeTcs, U «KIHUEHT»
OCTAaeTCsl HU C YEM.

Cnpagouno:

Taxoiwce Haubonee pacnpocmpanerHvle NPecmynHvle CXemol.

360HKuU om umenu oaunka, compyonuxa MBJ/], KI'b u unwix
20CY0apCmMeEeHHbIX 0pP2aH08, K020a MOUWEHHUK, UCNONb3YSA MEXHOI02UI0
NOOMEHbl HOMEPAd, 360HUM C HOMEPA, NOX0HCe20 HA OQUYUATLHBIL HOMED
bauka u coobwaem o «n0O03PUMENbHOU ONepayuuy ¢ Kapmou, « OJIOKUposKe
cuemay Uil «NONbIMKe 83710May», a O «3AUWUMBbLY UIU K OMMEHbl ONEPayUuUy»
npocum cooowums CVV-ko0, oannvie u3z SMS-coobowenus c¢ kKodom
noOOmMeepHcOeHUs, Napoib U3 UHMePHem-0anKuH2a Ui nepesecmu OeHbeU Ha
«be3onachuvlily (Ha camom oeie NOOKOHMPOJIbHbIU MOWEHHUKY) cUem,

Gumwunzosvie SMS-coodbwenun u nucoma, xozoa npuxooum SMS-
cooOweHue U 2J1eKmpoOHHOe HUCBbMO C CooOujeHuem o «OIoKUposKke
Kapmuly, «npobieme ¢ HAN020M», «8blucpvlule 6 Jomepeey, KOmopoe
COOEPICUM  CCBLIKY HA PUUUHEOBbIU UHMEpHem-pecype (caum — KIOH),
KOMOPWbIll 8b121A0UM KAK OQUYUATIbHBIN UHMEPHEeM-pecypC OAHKA, HAL02060l
UHCNeKYUU UTU OPY2020 20CYOAPCMBEHHO20 Op2and, 20e mpebyemcs 68ecmu
JIO2UH, NApob, OAHHblE NIAMENCHBIX CPeoCme8, NOocie 68004 KOMOPbIX
cogepuiaemcsi XuwjeHue;

MOUWIEHHUYECMEA 8 COUUANLHBIX CEMAX U Meccenoxcepax («Vibery,
«WhatsApp», «Telegramy), ko20a 310y MblULIEHHUK 83]1AMbLEAEM AKKAYHM 8
coycemu uau cozoaem (HelKosolll, NOXONCULl HA He2o, nuuem OIUKUM
POOCMBEHHUKAM OM UMEHU 61a0elbyd aKKAYHMA, 4mO CPOYHO HYHCHbI
O0eHbeU HA «O0YeHb 8adCHOe 0el0» (NONAll 8 CILONCHYIO CUmyayuilo, Nonail 8
HTII u 0p.), npoca Huxomy He 360HUMb, TUOO AHANOSUYHAS NPedblOyulell
cxema, Ko20a MUMEHbI0 CIMAHOBAMCA OPY3bsl, A MOUEHHUK OmM UMEHU Opyaa
nuwem, Ymo 3acmpsil 3a 2paHuyel, y He20 YKpaiu 0eHbeu/00KyMeHmbl, U
npocum cpo4HoO nepegecmu cpeocmaed;

(heitkosvle unmepHem-mazazunvl, K020a co30aAemcst KPAcusblil Caim-
OOHOCMPAHUYHUK UIU 2PYRNA 6 COYUAIbHOU cemu (3adacmyro 8
«Hnucmazpamy), c 02poMHbIMU CKUOKAMU HA AKMYATbHBII Y HACEeHUs MOo8ap
(mexnuxka «Apple», caoosas mebenvb, HaodyeHvle OacceliHvl, OPeHO08As
ooedcoa u 0p.), a nocie npedoniamsl moap He Npuxooum, a caum uiu
epynnul ucuezarom, 1ubo coobweHUs dHcepmaenvl 0anee USHOPUPYIOMCA,

MOUWIEHHUYECMEA NO00 BUOOM 20CYOAPCHIBEHHBIX OP2AHO8, K020a
Jlcepmee nocmynaem 360HOK OM UMEHU «Cyobuy, «compyorHuxa MBIy,
«HAN02080UY ¢ Mpebo8aHuem CPOYHO ONAAMUMb HEeKUU (UKMUBHBIU 0012,
Wmpacg unu NOWLIUHY, Y2PodHCas apecmom CHemos uiu OpyeuM HaKazanuem,
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npocsm YCmaHosums npuaodicerue O0Jisi YOAIeHHo20 00Cmyna (Hanpumep,
«AnyDesky unu «TeamViewery) ons «nposepku cuemay, 4mo oaem um
NOJIHLIY KOHMPOJIb HAO YCMPOUCMBEOM NOMEPNEBULE2O;

¢unancoevlie nupamuodvt U UHBECMIUUUOHHbIE MOUIEHHUUECHEA,
maxkue — Kak — NpeodlodCeHUs  «B8blCOKOOOXOOHbIX — UHBECMUYULY 8
KPUNMOBAIOMY, OUpXICU UTU CMAPMANbl C 2APAHMUPOBAHHBIM BbLCOKUM
ooxooom. Ilpu smom Ha nepeom smane mocym O0adxce BbINAAYUBAND
HeboabUUe NPoYyeHmsbl, Umodbl Nomepnesuiull 6Hec ewe 00JIblLe OCHENCHBIX
cpeocme u npusei poOCmMeeHHUKO8, Opy3ell U 3HAKOMbIX, NOC/Ie Ye20 NPOeKm
3aKpvIBACMCSl, A OEHEJICHbIe CPEeOCMB8A NOXUWAIOMCSL,

6bIM02aMeNbCME0 HA UHMUMHOU NoYee («CeKcmopuieny), Ko2oda
MOULEHHUK Yepe3 coycemu 3HaKOMUMCS C HCepmaEoll, 8mupaemcs 6 0ogepue,
CKIOHsIem K 0OWeHUI0 8 8udeoyame UHMUMHO20 XApaKkmepa Uil K Omnpaske
OMKPOBEHHLIX (hOMO, 3anucvléaen Udeo Uil Oeidem CKPUHULOMbL, d 3amem
wanmasicupyem.

OnaceHusi BBI3BIBAIOT HaOuWparolye O0O0OpOThl BbIMOIaTelbCTBA
(526 cnyuaes) € WCMOJb30BAHHEM HWH()POPMAITMOHHO-KOMMYHUKAITMOHHBIX
TEXHOJIOTU: MOTEPIIECBIINX IMOJ PAa3IUYHBIMU IMPEIJIOraMHA BBIHYXKIAIOT HA
nu4HbIX ycTpoiicTBax [Phone BoiiTu He B cBOIO yueTHy!0 3anuck. [locie Bxoaa
[Phone OnokupyeTcsi Kak MOXMILIEHHBIA U CTAHOBUTCS HE MPUTOAHBIM. J[Jist
Pa30JIOKUPOBKH 3II0YMBIIIEHHUKN TPEOYIOT BBIKYTI.

IToaToMy HU B KOEM cilyyae HeJIb3sl BXOAUTH HA CBOEM YCTPOMCTBE B
YYKYI0 YYeTHYIO 3a1IMCh, BIaJIeNIel] yUeTHOM 3alIUCH MOXET 3a0JI0KUpOBAThH
YCTPOMCTBO.

Cnaiin 4.

BUAbI KWEEPNPECTYNNEHMA,
COBEPLUAEMBIE B CTPAHE

SECHKM OT MaeHr Danua, coTpydHura MBS, KTE u
WHEX MOCYAA PCTEEHHEX ORTaHos

=l

it nHroBEE SM5-Co00uEHWA 1 NMCRMA

MCILEHHUHECTEA B COUMBMEHBIE CETRE 1
MECCEHMERaY

MEIUEHHAYECTER DM DH.HEII} H-NDEYHAE Ha
NAZWA0RE X NO NPOAa=e TOEap0E

heHHTENE HHTEPHAT-MaraikHb0

FFILIEHHWYECTES MO0 BWA0M MO 3 DCTREHHBE
PraHoe

ltlll HaHOOBEE NWDAR WA W WHBECTWLUWOHHEE
MIFIIEHHWSECTES

0B N BPC

BLSOraTenbCTe0 Ha HHTHAL Hl}ﬁ MOYBRE

Cretyer OTMETHUTD, YTO (PMIIUHT 1 MOIIEHHMYECTBO ¢ 0AaHKOBCKHUMU
KapTaMM SIBJISIOTCS CaMOW MacCOBOM KaTeropuei KMOepMOIIIEHHUYECTBA B
Pecnyonuke benapyce.

[Ipr »TOM Hapsiay € JAHHBIMH TMPECTYNMHBIMHU CXEMaMH MOIICHHUKH
AKTUBHO HCHOJIB3YIOT M TaKOW MeTOJl (UIIMHra, TMpU KOTOPOM
KOH(UJCHIIMAIbHBIE  JJAHHBbIE  OCJOPYCCKUX  TpPaxkJIaH  J0OBIBAIOTCS



3JIOYMBIIINICHHUKAMHX  ITOCPCACTBOM TCJ'IC(bOHHBIX 3BOHKOB. OTOT BHUJ
MOIIICHHNWYCCTBA HA3bIBACTCs «BHIIIUHID).

Cunaiig 5. BuaeopoJiuk.

A3BYKA
HOFOBON

Cnpagouno:

Buwiunz — smo ycmnas paznosuoHocms @uuiunea, npu Komopou
30YMbBIUAEHHUKU NOCPEOCmEoM meNepOHHOU C85A3U, UCNONb3YSL NpUeMbl,
Memoobl U MeXHOI02UU NCUXOJIOSUYECKO20 MAHUNYIUPOBAHUSL, NOO PA3HbIMU
npeoioeamu, UCKYCHO Uepas onpeoeieHHyI0 poib (KaK npasuiio, cCompyoHuKa
OanKa, MmexHuuecKko2o cneyuamucma u m.0.), GbIHYHCOAIOM UYen08eKa
coobwums UM 80U KOHQUOeHYUarbHble OAHKOBCKUE UNU NEPCOHATbHbIE
OaHHble TUOO CMUMYIUPYIOM K COBEPUIEHUIO ONPeOeleHHbIX 0elUcmeull co
C80UM OAHKOBCKUM CHemoM Uiu OAHKOBCKOU Kapmou.

[lo Mepe pa3BuTud  HHPOPMANMOHHO-KOMMYHHMKANMOHHBIX
TEXHOJIOTHH  BO3pPACTAlOT M  BO3MOKHOCTHM KHOepHpecTyNHUKOB.
HekoToppie MOILIEHHMYECKHE CXEMbI NOJIYYWIM HOBYIO XHU3Hb OJjlaromaps
UCKYCCTBEHHOMY UHTEIUIEKTY.

Pacrer KommMyecTBO cCilyyaeB MOIIEHHUYECTBA C MCIOJIb30BAHUEM
TexHosiorun Deepfakes — 3TO co3maHHBIE MCKYCCTBEHHBIM HHTEIIIEKTOM
rOJIOCOBBIE COOOIIEHUS W BHUIEO3BOHKH OT SKOOBI KOJUIET, Apy3edl u
POJCTBEHHUKOB, KaK MPaBUIIO, C MTPOCHOO0I O CPOUHOM JACHEKHOM MIEPEBOJIE U AP.

[Ipu BuACO3BOHKE cieayeT oOpaliaTh BHUMaHHUE Ha TaKue JIeTalld, Kak
HEYETKOE MJIM CMa3aHHOE M300pa’kKeHUE JIMIla TOBOPSILET0, OTCYTCTBUE WU
HEECTECTBEHHAs! MUMUKA JIUIIA.

[ToMHUTE, YTO COTPYAHUKHU OAHKOB U IPABOOXPAHUTEIBHBIX OPTAHOB HE
3BOHAT YEpe3 MECCEHKEPbl C UCIOIb30BaHMEM BuaeocBszu. Ilpum
COBEpPIIEHUN [ICHE:KHOI0 TepeBOJAa MOJ BJHUAHHEM MOIICHHUKOB
Heo0X0UMO He3aMeJIUTeJILHO 00pATUThCS B OPraHbl BHYTPEHHUX JIeJI
JUTSl COXpaHEHUs IEHEKHBIX CPEJICTB.

Jlaxxe Korjga HCKyCCTBEHHBIN HHTEIJIEKT UCIIOJIB3YETCs BO OJ1aro, HyKHO
OBITh OCTOPOKHBIM. Eciy paOOTHUK OpraHu3aluu AyMAaeT, 4TO 3arpy3uT
nokyMmeHT B 4aT GPT u oH Bce ObICTpO ciaenaer, To 3TO NPSMOM MyTh K yTEUKe



KOH(DMICHITNAIBHBIX JaHHBIX. JIOKyMEHTBI OTIIPABIATCS Ha CEPBEPHI B IPYTOM
rocyJapCcTBe, W 3aKOHBI HAIlleW CTpaHBbI YK€ HE MOTYT TapaHTHPOBATh HX
0€3011aCHOCTb.

Cnaiin 6.

MCNO/Ib3OBAHMUE
MCKYCCTBEHHOIO HHTEJ"IIIEHT_ ;

m

£

B Uenesoi duwner Gea owmbon: ! -
NEPCOHINHIMPOEIHHEE W TRaMMaTHYECHH BesyneiHbe
pacceEy, oOX0AALME MABHEIA MapHep yIpoae. |

B MowennmyecTee Yepes Deepfake:
FEHepalWA BRAeC M FON0Ca PYROBOOCTES N8
CAHRUMOHWOOEIHWA HEIIHOHHDY GUHAHCOBME ONSpE

W MM-BoTel gan cOUMAnEHOR HHMEHEPHH: ‘
BEJEHHE DCMECNEHHEX OHANOMOE 1A BIMaHHEIHHA
KOHPHASHUMANEHOH WHPOpMaUMH. :

IIpesugent bemapycu A.I'.Jlykamenko, BeicTynas Ha [II MwuHckoi
MEXIYHANPOIHON KOHPEPEHITNH 10 €Bpa3uiCKO 0€30IaHCOCTH, KaK OJHY U3
KJIIOUEBBIX 3a7a4 B II€JIOM OOO3HAUMUJ HEOOXOJIUMOCTb MNPUHSTUS MEpP B
00JIaCTH HMCKYCCTBEHHOTO uHTeJuiekTa: «Heynpaenseman zouka 6 moii
cghepe npeepaujaem e2o u3 none3nozo pecypca é opyycue. B nepcnekmuee —
MAcco6020 NOPANHCEHU)).

Cnaiin 7.

(4

Heynpasnsaemana zoHka 8 amoli
cihepe npeapawjaem e2o0 (npum, -
UCKYCCMBeHHEID URmenaexm) U3
MoAe3IH020 pecypca & opyxue.
B nepcnekmuse — maccosozo

MOpanceHus. , ,

Npezwdenm Pecmylinusu Beaopycs A1 Tpsolwenys,
{1 AMUHCHEA MER QY TROOHEA KOHTEOEMNR 10
eapaiuiicwod GezomorHocmi, 28 ourmatps 2025 2,

Corpyanukamyu MuHHCTEPCTBA BHYTPEHHUX Jell M HanmoHambHOTrO
O0anka PecnyOnuku benapych mpuHUMarOTCS Mepbl, HANpaBJeHHbIe HAa
0J10KHpPOBaHUE MOLLIEHHM4YecKuX onepauuid. B bemapycu ¢ 1 mapra 2024 r.
nericteyeT Yka3 Ilpe3mmenTa Ne 269, kotopeiii mpenocTaBisieT OaHKam
BO3MOKHOCTh IIPUOCTAHABIUBATH MOJIO3PUTEIBbHBIE IEPEBOIBI U COBMECTHO C



MIPAaBOOXPAHUTEILHBIMA OpraHaMH paccieoBaTh WHIMJCHTHI. J{aHHBIM
MEXaHM3M TI03BOJISIET JOCTaTOYHO A(MPEKTUBHO  B3aWMOJICUCTBOBATH
rpakJiaHaM ¢ OpraHaMu BHYTPEHHUX JIeJ, @ UM, B CBOIO OUEPE/ib, «B PEIKUME
24 Ha 7» mepenaBaTh yKazaHHYI HH(OpMainuio OaHKOBCKOMY CEKTOpY M
nojiaydarb OT Hero 3(P(dEKTUBHO U OBICTPO HHOOPMAIMIO O JUIAX H
WHCTPYMEHTaX, KOTOPBIC 3aJCHCTBOBAHBI B MPOTHUBOIIPABHOMN JESATEIHHOCTH.
W camoe 1i1aBHOE — TpEeANPUHUMATL MEPHI, HAMPABJICHHBIE HAa COXpPaHCHHE
yKe MOXUIIEHHBIX ICHS)KHBIX CPEJCTB Yy IpaXkJaH U HEJOMYIIeHUs TIepeBoa
WX Ha 3apyOeKHbIE cUeTa.

B cBa3u ¢ HEOOXOAUMOCTHIO 3allMThl OT MOIICHHUKOB OaHKH
yCTaHABIIMBAIOT JUMUTHI TIO CHSATHIO JCHET B OaHKOMATax Ha TEPPUTOPHUH
benapycu.

boppba ¢ »TuMHM mpecTymsieHHsIMA TpeOyeT He TOJbKO Ooliee
COBEPIIICHHBIX TEXHOJOTUH 3alUThl, HO U (PYHIaMEHTAIILHOTO ITOBBITIICHUS
1IM(PPOBOM IPaMOTHOCTH HACEJICHUS, TTOCKOJbKY MMEHHO YEJIOBEK OCTaeTCs
HanOoJiee yI3BUMBIM 3BEHOM B JIFO00H cucTeMe O€301MacHOCTH.

HudpoBasi rpaMOTHOCTH HAaCeJIeHUS

Kubep0e3onmacHOCTh — 3TO OTBETCTBEHHOCTh KaxA0ro u3 Hac. OHa
HAYMHAETCSl C TaKUX MPOCTHIX BEIIEH, KaK BBHIOOP HAJEKHOTO MapOJisl JJIs
JIOMAaIIHeH 3JIeKTPOHHOM MOYThl. BakHO TOMHUTE, YTO OJIUH U TOT K€ MapOJib
HEJIb3s UCIIOJIH30BaTh OJTHOBPEMEHHO JIJIsl paboueil MoUThI, AJIsI perucTpaluu
Ha pa3lIMYHBIX cailTax U B MecceHkepax. K cloBy, TMyHbIe JaHHBIE Yallle
BCEr0 MOMAJNa0T K 3J0YMBIIUICHHUKAM K3 0a3 JaHHBIX Mara3uHOB (Mbl
ocmasisnem amuiuio, UmMs U omuecmeo, aopec u meieg)on npu pecucmpayuu 0as
ROJYyYeHUs: DOHYCHBIX UU CKUOOYHBIX KApm).

HeobOxonuma »neMeHTapHass mHu(poBasi TUITMeHAa, TPU KOTOPOU
co0JI0/IeHre MPOCThIX NMPABUJI NMOBEJEHUS] B CeTH IO3BOJISIET 3alIUTUTH
NEepCOHAJIbHbBIC JJAHHbIC, (DUHAHCHI U YCTPOMCTBA OT KUOEPMOIIIEHHUKOB.

Oco0yr0 akTyaJabHOCTH Te€Ma LHU(PPOBOM TUTHUEHBI TPUOOpETaeT B
OTHOIIEHUHU TOAPACTAIONIETO MOKOJIeHHs. [{eTh ceroHs He TOJbKO aKTUBHO
OOIIIAI0TCSI B MECCEHKEPAX, HO U MOTPYKAIOTCA B MUP OHJIAWH-UTP, TAE UX
Kpyr OOLIEHHUs1 paclupsieTcs 3a cyeT He3HakoMmueB. Cpeau HUX MOTYT
CKPBIBATHCS U KUOEPIPECTYIMHUKHU, CTPEMSIIUECS UCIIOIb30BaTh PeOEHKA ISl
nojydyeHus: KoHpuaeHuHaibHOM wuHopManuu. Heokpemnimias ncuxuka,
MOJBEPKEHHOCTh BHYIICHUIO W MAaHUIYJIUPOBAHUIO JETAIOT MX JIETKOM
«100BIYE» IS 3710YMBIIIJIEHHUKOB.
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BE30MACHOCTb AETEHM B CETHU —
3TO HE 3ANPETEI, A AOBEPWE U MNPABHUNA

BRICTPAMBAATE OTHPRBITRIE OTHOWRHWA; [

YETaHOBMTE YETHHE FPaHMLLE

OHAARH, PA3PELEHHEIE CIATH

HenonbayATe TEXHWYECHWE CREqCTEa!
pc K Ok W OGILME JHHAYHTLI
Al

ALY 0eTEH

Be3onacHocTh 1eTeil B ceTH — 3TO He MPOCTO 3aNpeThl, a CO3aHUe
3al[MINEHHON cpeabl W 00y4YeHHe NMPABWILHOMY NOBedeHUI0. B ceMmbe
HEO00XO0JIMMO BBICTpauBaTh JOBEPUTEIbHbIE OTHOIIEHUSA ¢ pedeHKkoM. JleTn
HE JIOJKHBI UCKaTh TOHUMAHUS Y HE3HAKOMIIEB B CETH, a OBbITh YBEPEHBI, YTO
MOTYT paccKa3aTh POAUTENSIM O JI000H CTpaHHOW MM HENPUSITHOW CUTyallUuu
B ceTu 0e3 cTpaxa ObITh HaKa3aHHBIM.

BakHo 10r0BOPUTHLCS M YCTAHOBUTDH YeTKHMeE MPABWJIA: KAKHE CANTHhI
MOXHO MOCENIaTh, CKOJIbKO BPEMEHU TPOBOJAUTH OHJIAH, KAKUE MPUIIOKEHUS
MOYHO UCIOJIb30BaTh.

Jliia mutaqmmx jJgereid peKOMeHIyeTcsl CO3/1aBaTh aKKayHThl BMECTE U
3HaTh WX Napoiu. VMcnonb3oBaHue cnenuaJIN3UPOBAHHOIO MPOrPaAaMMHOIO
ol0ecrneyeHus: POAUTEIbCKOI0 KOHTPOJIS MTO3BOJIUT OIPaHUYMBATh BpeMs 3a
9KpaHOM, GUIBTPOBATh KOHTEHT, OJIOKMPOBATH HEXKENATEIbHBIE CANTHI.

CyuiecTByeT MHOXKECTBO TMPECTYNHBIX CXeM, HCIOJIb3YEMbIX
KHMOEpMOIIIEHHUKAMHU B OTHOIIIEHMH HECOBEPIIEHHOJIEeTHUX JIeTeil.

Cnaiin 9.

PACNPOCTPAHEHHbIE CXEM bl KUBEPMPECTYMEHWMIA NPOTWUB AETEM

uBEEnABTHEIE OAEBHH PefkoBpie sSaNpotkl OT «Apyaeis TpynamHr [

LIt b 0ma s ML HE AP NI ED Lot WESCTICL bSO Tiec T G B FRIENE H L megesn cobe s ceapcTHIEE, BCATH B
VP FLRY H B DA T AR i BB T ARHGTH E{Y NADRBH HoiH Ara v, T B T i [ TR o TR A T
O NSO B BT AEEBT T i e ST )

CencroplieH Hubepbynnuur DecTpyHTHBHBIA HOHTEHT

X@%ﬁ X . g 2

Liere: BT s L) EBTE pefesisg © LEse 4 T W TEE) B (O EBTE Lieae: I0RAE B ONECHES CocbugcTan
NCWCEIRD NOAFHIHHED B HTHA Hal MCHEDADT I T TRIRS B TRFTTIEG RO B B (RIS CYWLBALL HALHARE H
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Cnpasouno:

Cnocobvl kubepnpecmynienutl 6 OMmHouleHuu oemeil U HOOPOCMKO8:

«becnnamuovley RNOOAPKU U  PO3BIZPBIMU, K020ad peOeHKY Ois
NOJyYeHUus evlucpblula npeoiazaemcss nepetumu Nno CCuliKe U 68ecmu
niamedicuvie U uHvle OanHvle e2o pooumeneti. OCHOBHAA Yelb — YKPACMb
OaHHble OAHKOBCKUX KAPM WU YYEeMHbIX 3anucell,

«gheiikoevle» 3anpocvl om Opy3eil, Ko2c0a C UCNOJIb30BAHUEM
8310OMAHHO20 AKKAYHmMa oOpyea pebeHKa npocsim HnoMoub (nepegecmu
OeHedICHble CpedCcmea), a pebeHOK, JHceldsi NOMOUb, MOMCEM He YCOMHUMbCS
8 TUYHOCMU NPOCAUE20,

«2PYMUHZ), K020A 83POCbLU 3N0YMIULIEHHUK NOO 8UOOM CEEPCMHUKA
emupaemcs 8 0osepue K pebeHKY 8 coycemsx Uiu uepax, nocmeneHHo
8b16€0bIBACN TUYHYIO UHDOPMAYUIO, MAHUNYIUPYEm, 6bl3bl8dem Y)8Cmeo
OIU30CMU, a 3amem MOdiCem BbINPAUUEams UHMUMHble (omo/sudeo umu
HA3HAYaAmMb JUYHYIO 8CMpedy, UYMO MOX}Cem NPUBECmuU K COBEPUIEHUIO 6
OMHOWeEHUU pedenKa Oeucmeull CeKCyalbHO20 Xapakmepa, Komopbvie
PebeHoK 8 CULY 803PACMA He MOJNCEM OYEeHUBAMb, KAK COYUATbHO-3HAYUMDBLE,
cuumas npoucxoosuee uepou;

«cexcmopuieny, Ko20a npecmynHuk, noJAy4ué UHmMuMHvle )omo uiu
810e0 (000pP0BOILHO OMNPABIEHHblE PeOEHKOM UL Yepe3 3/10M Kamepbl),
HauuHaem Wanmanicuposams pebeHKa, 8biMo2as KaKk mamepuaivtsle Oaazd,
Max u ycuyzy, 8 mom yucie ceKcyanbHo20 Xapakmepa,

Kubepoynnunez (unu mpaens), ko2oa co30aromcs 2pynnvl U nabauKu 0s
Hacmeulex, YHUUmMeabHblX KOMMeHmapues, Omnpasisaomcs yepo3vl 8 IUUHbIX
COOOWEeHUSX, UMOObl NPUHUHUMDL DeOeHKY NCUXON02UYecKyro 00/b, Umo
HepeoKo Modicem 3aKOHYUMCs 0enpeccuell Uiy 0axce camoyouticmeom,

6og/leuenue 6 ORACHble COODWecmea, nponazanoupyloujue
O0enpeccugtvle meuenus, CYuyuo, aHOpeKcuro, Hacuiue uiu SKCMPeMusM,
KOmopble NpenoOHOCAMCs pPeOeHKy KaK UYmo-mo «MOOHOe», «KpYymoe» u
«3anpemHoey.

Cnaiig 10.

y &7

4 KNHOYEBbIX NPABWU/IA BE3ONACHOCTH
B CETU AETEW M NOAPOCTKOB

Xparu nuuHoe B TadHe
He nyGimkyit ape, ko, reameTki, JaHHbIe JOKyMEHTOR MK
NAaHe CErkM.

Nenun anreparsm « CTON-CNPOCA-PACCKAN M »

CTON, ecin uTe-Ta HacTopamueaet. CNPCCH y poawTensh,
BCnw HEROHATHO, PACCHAKM pxpocrim o mobod yrpoas '
WM guckombopTe.

HowTponwpyi kpyr obugemmus
Dobaenai B 4py3na TONBKO TEX, KOO IHASILE NHYHD.
HacTpol NpueaTHoOCTE Npodi. b

Brarsaf KpMTHYECHOS MbILLAEHHE
| He nepexogm no CoMHUTENMH b CoaNKEM. HE B Pk CRMLIKOM
O EBIT O H AR ¥ TR R0 2 H MR

Baxxno wHayuuth nereil 1M(pOBONM TPaMOTHOCTH M KPUTHUECKOMY
MbIlIUIeHHI0. VUM HYXHO mNOHMMAaTh, 4T0 WHTEpHET — 3TO OTpaKeHuUe

pPC€aJIbHOIo MMpa: B HEM €CTb M X0pOolIMue, U IJIOXHE JIIOAH, U IIPpAaBHJIa
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0€e30IacHOCTH 31€Cb TaK K€ BA'KHbI, KaK U Ha YJIMIIE. He sxoHOMBTE Ha
BpPEMCHHU, Hallc U OoubIIIe pa3FOBapHBaﬁT€ CO CBOUMMH I[CTBMI/I!

Takxe B 3a1IMTE OT IMPECTYIIHLIX ITOCATATCIIBCTB, B I/IH(bOpMI/IPOBaHI/II/I n
AOIIOJIHUTCIbHOM BHUMAHHU HYXXIAOTCA W JIFOAW ITOKUJIOTO BO3pacTa.

fkkk

3a mocienHee BpeMs B peclyOiMKe MNPOU3OLLIM 3HAYUTENIbHbIC
MO3UTUBHBIE CABUTH: YAAIOCH OOUIUMHU YCUIUSMH NEPEIIOMUTH TEHACHIUIO
pocTa uucia KHOEpIPECTYIUIEHUH, 3aMETHO BBIPOC YpPOBEHb IU(POBOIA
3aIIUThI, AEMOHCTPUPYET OINEPATUBHOCTh W AJANTUBHOCTH K TEKYIIHM
BBI30BaM O€JIOPYCCKOE 3aKOHOAATEIBCTBO B 00JacCTU KUOEpOE30MacHOCTH U
np. [IpumedaTenbHO, YTO HAIll OMBIT OOPHOBI C KNOEPIPECTYTHUKAMU aKTUBHO
MPUMEHSIOT B IPYTUX CTpaHaXx.

Kak ormernn Ilpe3ugent Pecnyoumku benapycs A.l.JIykamieHko,
«abconomuylo 3auwgumy om Kubdepamax He 2apanmupyem HU O0O0HA
cucmema 3auiumosl, HO Mbl OO0JNHCHBI MUHUMUIUPOBAMb PUCKUY». DTOTO
BO3MOXKHO JOOUTHCS, KOTJa KaXKJbId YyYaCTHUK HWH(OPMAIMOHHBIX
OTHOIIEHUM, KaKaas opraHu3anus OyIyT OTBETCTBEHHO TMOJIXOAUTh K
BBITIOJTHEHUIO TPEOOBaHWII MO KHOEpOE30MacCHOCTHU, a KaXKJbId YEJIOBEK
OpPOSIBUT OJUTEILHOCTh W BHUMATEJIBHOCTh B CIly4ya€ CHUTyallud C
MOIIEHHUKAMH.

Cnanng 11.

Pogurmany, HayuuTe qeTedl Npaguna BEpareTe AHHIYWHTE
NOAESSAATECA HHTEpHEToM DE3BNacHONS NOBS 08 HMA oT adeprcToE!
Npaankto!

o AKADEMMA YTIPARNEHHSR
£ MNP NPEIMAEHTE
PECITYENIAKH BENARYLE




